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Fig. 5.3. Scheme methodology of constructing a system
of information security in automated banking systems
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Fig. 5.4. Scheme methodology of constructing a system
of information security in automated banking systems
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Table 5.1. — Table determine the potential threats,
depending on the frequency of their manifestation

P, The incidence of threats
0.67 threat appears no more than once every 5 years
0.133 threat appears no more than once a year

0.2 threat appears no more than once a month
0.267  |threat appears no more than once a week
0.333  |threat manifests itself daily

Definition of implementation of each i-th threat considering the frequency
of its occurrence is under expression:

w,=w" Puw Puw' Puw" P=1. (5.7)
Determining the likelihood of some threats on certain security services
carried out as:

N
we = Z wy P — for confidentiality;
i=1

N
W' = Zw.’ P — for integrity;

i
i=1

N
w4 = ZW.AP. — for accessibility;

i i
i=1

N
Au 1 . .
W= Z w, P — for authenticity.
i=1
Determination of the total threats for the safety components becomes:

N

W e = Z(WXC Nw Nw! Nw™ )Pi, — for the part of IB;
i=1
N

stf; o= Z(wf Nw! Nw! Nw™ )R, — for component CS;
i=1
N
e = Z(W,C Nw! Nw! Nw™ )R., — a component for SI.
i=1
Definition of generalized synergetic threats carried out in accordance with

the expression (see Fig. 5.3):
1S,CS,SI IS Ccs N
Vnynerg - I/nynerg U I/Vsynerg U I/Vsynerg . (5 8)
Definition of generalized synergetic threats based on their hybridity is de-
termined by:

hybrid C,7,4,4 C I A
Wyr1 u=W ﬂW mW

synerg synerg synerg synerg

ﬂ WAM

synerg *
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Obtained from the analysis of threats integration of data arriving at the 3™
level model of strategic management of the bank for their synthesis in assessing
the adequacy of means of protecting BIn. The research results threat max th
frequency Bln on their display in ABS are given in Table 5.2.

Table 5.2. — Results threat assessment based on a synergistic approach

Safety security services
components c 1 1 Au
P WITH’ Wsynerg L Wsynerg A WWnerg Au, VVsynerg Result
IB, stierg 0.023 0.223 0.193 0.207 0.0002
KB, ngfgrg 0.222 0.234 0.197 0.134 0.0014
BI, stierg 0.226 0.109 0.152 0.189 0.0007
Result 0.471 0.566 0.542 0.53
hybrid C,I,4,Au —
IB,KB,BI __ IB KB BI _ synerg
VVSynerg j VVSynerg U VVsynerg U Wyynerg N = chner M Wslner M WsAner M VK‘A:er =
=0.0002+0.0014+0.0007 =0.0223 yners yere ynere ynerg
=0.471x0.566 x0.542%0.53=0.0766

Stage 2. Definition of generalized index of IB BIn in ABS. Based on the ex-
isting set of threats to information security, KBrB, BI on BIn in ABS and model
hierarchy ABS — G***={{O**}, {L**}, {I }} is determined by the relationship
between information assets and threats to information security, KBrB, BI for
the following actions:

« Determining the link between information assets BIn {/,} and elements

of infrastructure ABS A4 = ”a;BS " Each element /, € {,} described vector
I, :(Type,AC,AI,AA,AA“,CY), Type — the type of information assets, de-

scribed by the set of basic values Type = {BT, PID, CrD, KT, StO, Ol, YI, PD},
where BT — bank secrecy, PID — vouchers, CrD — credit instruments, KT —
Commercial mystery, StO — statistical reports, Ol — public information, YI —
control information, PD — personal data. A°~ confidentiality, A~ integrity,
A“- availability, A% — authenticity, C, — continuity — the properties of infor-
mation that must be provided. Takes values 1 — if the property is necessary,
0 — otherwise;

« Determine connection between information assets {/,} objects and

environment. Each element O, {OABS}Described vector O, = {Y A5 ,IO},

Where Y*# — level hierarchy information structure, defined by a plurality:
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Y% = {FL, NL, OSL, DBL, BL}, where FL — physical layer, NL — network
level, OSL — level operating systems (OS), DBL — systems database manage-
ment level, BL — level of banking technology applications and services. To
specify the connection type and IO® existing relationship between informa-
tion assets and real environment using generally used:

10" =10§|, (5.9)

where 10 — reflects the presence and type of connection between the i-th in-

formation assets and /-object of protection ABS.
Based on the proposed model synergetic threats:

GR*™ ={{DF | AT, W AT, }.{T, L (v}, (5.10)
where {DF ABS } — set of threats, {T

risk

} — qualitative indicator of risk, {T P} —
set basic terms probability of at least one threat j-th asset, {7,,} — set basic
terms value loss from the sale of threats, {VH } — set conditions of destructive
elements ABS and a generalized model of offender:

GP = {aidi,pun,Y}A,Smaxi ,prj,MSl.ABS } Vien,Vjem, (5.11)
where aid, — ID offender (violator category), pur, — the purpose of oftfender,
T,, — successful implementation of a threat, S, — probabilistic damage sys-
tem, pr; — the likelihood of the realization of at least one threat j-th asset,
MS"®® — recommendations on detection, response TSZI performed for com-
Blning a plurality threats following:

DF48S — {VNS } U {VAS } , where {VAS} _ {VASBI } N {VASIB } N {VASKB } (5.12)
This approach allows you to define the relationship between the sources of
threats and elements of ABS 4™ = Ha; " H Protected.

Pricing full risk of all assets BIn:

R, ZZR,-, (5.13)
=

where: R =pr.x g, where pr. — probability of realization of at least one threat
: j i j
j-th asset;
q. — loss.
The probability of realization of at least one threat to each asset Bln:

pﬁzl—li[(l—pi;j), (5.14)

where pr, — the probability of realization of the i-th threat j-th asset.
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Definition of security threats ABS IS, CS, SI Bln to get the ABS is offered on
the basis of the model:

{]A },{OABS}’{DFABS},{RRABS}’

, 5.15
{SZABS},{ROZABS}’{UZ;MS} ( )
where {I A} — the set of elements of information assets; {OAB S} — set elements

hierarchy ABS; {DF 8 S} — set of sources of security threats ABS; {RRAB S} —

ABS _
0z ~

set requirements for security controls Bln; {SZ ABS } — set TSZI possible;
{ROZ ABS} — accounting data on the results of security evaluations ABS;

{UZ:‘BS } — the level of security of ABS.

Based on certain communications between the sources of threats and ABS
elements defined relationship between threats and means of information secu-

rity (TZSZI) — 4™ =||a™|.
The model used the following types of communication: MZ — is a defense
mechanism that provides the opposition toits destructive influence VH, € {VH };

NMZ — no protection mechanism to ensure the i-th counter threats.
Ifall i=m, a”® = NMZ Then concludes that TZSZI ABS can not protect

mj
Blng from this destructive influence and thus to increase the level of security of
ABS must raise additional funds for protection mechanisms.
Defining the requirements of regulators {RRAB S} includes requirements

for security BIn — {R,,, }, defined in international and national standards set
estimates the extent to which safety requirements {OV,,, } and set the final

level of compliance with the safety requirements set BIn {R,,, }, — {IU,, }:

{ RRABs} ={Ry, U{OV,, YU{IU (5.16)

Generalized indicator of the level of security of ABS, to evaluate the level of
compliance and regulatory requirements TZSZI determined:

k
OPZ** =% OPZ, (5.17)

i=1
where k — the number of private safety indicators, OPZ — private index
takes values from the set: OPZ, — no unacceptable risks, if in OPS in preparing
models of threats/model of offender risk assessment found unacceptable to the
level of risk is OPZ, =0, otherwise — OPZ =1; OPZ, — no dangerous threats
closure mechanisms TZSZI, OPZ,=0, if the OPS in the preparation of a model
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found “unbalanced” threat — OPZ, =1; OPZ, — level security compliance re-
quirements BIn regulators recommended recognized — OPZ, =1, if deemed
unauthorized — OPZ =0.

Stage 3. Evaluation of effectiveness of investment in IB BIn in ABS. Based on
the generalized index of protection OPZ** Generalized synergetic threat

W > A plurality of assets BIn 1, =(Type,AC,A1,AA,AAuaCy) and the

synerg
proposed model for evaluating investments in IB BIn in ABS on the state mod-
el of efficiency investments in OPS IB Bln that is different from known com-
plexation economic indicators of investment in IB BIn in ABS considering syn-
ergy and hybridity attacks on security components, IB, CB, BIL
Formally investment valuation model described by:

I ABS,AABS, DFABS ’rangABS, SZABS ,dABS,DABS
Wi ={ ¢ { ! { ! . (5.18)

ROIABS NPVABS ROSIABS rABS CVABS OUABS

where / o the value of information assets; A% — a sign of cost—effective-
ness; {DF ABS } — set of sources of security threats BIn ABS; mngAB 5 _ the cost
of the development process TZZI; {SZ > S} — set TZZI; d**® — present value of

cash flow; ROI*®® — rate of return on investment; NPV %5 — the net pres-
ent value; ROSI** — ROI TZZI; r** — factor of profitability in the security
BIn (SBIn); CV** — the degree of risk per unit of average earnings; D*** — in-
come from the use TZZI; QU5 — estimate the profit from the use TZZI.

State model of efficiency investments in IB BIn OPS (see Fig. 5.4):

Step 1. Evaluation of return on investment in information security:

ROI"™ = NPV*S — NPV !**, (5.19)

where: NPV, — Income from investments in TZZI ABS;

NPV — Costs in TZZI ABS;

ROI"® — return on investments in TZZI ABS.
Step 2. Measuring return on investment in TZZI:
ROSI*™ = NPV * — NPV S (5.20)

zbtszi zvtszi ?

where: NPV,*> — Costs of removal without the use of compromised security
TZZI;
NPV _ Costs of removal compromising safety using TZZI.

zviszi
Step 3. Evaluation of net present value:
ABS & ALE,
NPI/zvtszi :Csz+z li >
i=1 (1 + r)

(5.21)
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where: N — number of intervals investments;
ALE, — expected costs in the i-th period;
r — discount rate;
C_ — cost remedies.
Step 4. Bln risk assessment methodology of calculation Annual loss expec-
tancy — ALE, is the expected loss in each period of evaluation:

ALE"S = Zn:I(OgﬁS)E, (5.22)
i=1
where: {Ogﬁs} — set of threats;

1 (O;ﬁs) — cost implications of the threat;

ALE*® — the expected damage from the sale of threats;
F, — Frequency (feature) of threats.

Step 5. Evaluation of potential losses U"® Information asset:
U =p,u,; (5.23)

where: p . — probability of realization of at least one threat j-th asset;
u, — j-th value of the asset.
Step 6. Evaluation of total expected loss:

oU™™ = ZUABS . (5.24)
=1
The resulting data is fed to Level 1 model of strategic management of the
bank for a decision on the status of IB Bin §**° {S ST YN Yo S} .

Stage 4. Construction of integrated mechanisms to ensure the confidentiality,
integrity, authenticity and credibility Bln in ABS. Based on assessments of the
effectiveness TZZI the ABS to ensure confidentiality, integrity BIn proposed
new mechanisms based on hybrid crypto-code designs on unprofitable codes
(HCCDUC) that allow you to build asymmetric cryptosystem based on modi-
fied asymmetric crypto-code systems (MNCCS) McEliece with modified ellip-
tical codes ((MEC) — short or long) to ensure an appropriate level of security
and reliability Bln (see Fig. 5.4). Using unprofitable codes can reduce energy
costs in the practical implementation MNCCS McEliece by reducing the power
of the alphabet GF(q), without reducing the overall resilience of cryptosys-
tems in general and multi-use cryptography.

To modify elliptic code (MEA), which does not reduce the minimum dis-
tance of the code used to reduce its length by reducing the information symbols.
I=(I, I, ..., I) — information vector (n, k, d) block code, a subset of & informa-
tion symbols, h=x, x < 1/2* defines zero characters. When encoding information
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symbols set vector A is not involved (they are zero) and can be discarded and the
received codeword is shorter in x code symbols. The second method uses a modi-
fication increasing the length by forming initialization vector (defining symbols
reduction) and replace null characters symbols vector information.
For damage using a universal mechanism of damage C :
CFT /CH,, = E,(M,KU"),

CHD / CH , = E,(M,KU"), (5.25)
M =E,(CFT /CH,,CHD / CH,,KU"),
where: CFT /CH,, =CFT / CHL,,...,CFT/ CH"

FT>** FT>
KU =p(K},,... K} ,KU,..,KU, ‘
CHD /CH,=CHD /CHj},,....CHD / CH.

Thus, the output ciphertext message (M) as a result of having two cipher-
text (loss (CHD) and unprofitable text (FTC)), each of which alone can restore
the original text.

The main properties are shown in Table MEA. 5.3 MNCCS main param-
eters in Table 5.4.

Protocols BIn in ABS using HCCDUC to shortened and elongated MEC
codes shown in Fig. 5.5, 5.6, respectively.

Table 5.3. — Basic (n, k, d) MEC properties
Property shortened MEC MEC extended

(b k, d) codeoptionsbuilt| n=2\/g+g+1-x, |n=2\qg+q+1-x+x,

through the reflection k>a-x.d>n-a k>a-x+x,d>n-a,

type c: X> P! a=3xdegE k+d>n a=3xdegF
(n, k, d) code options| n=2\/g+q+1-x, |n=2\g+tq+1-x+x,
built through the reflec- k>n-od>a k>n-a.d>a
tion type ¢: X P! a=3xdegE k+d>n o =3 xdegF

Define Asymmetric crypto-code system with McElise EC [49, 51, 52, 53]:
public key — the matrix: G,”“ =X -G"-P-D; private (secret) key — ma-
trix X, B D.

Cryptogram (kodohrama) — vector of length n: ¢, =i-G,” +e,
where vector ¢, =i-G,” owned ES(n, k, d) — code with generative matrix
G XEC , i — k-bit information vector, the vector e — secret weight vector error < ¢

(session key cryptosystems).
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Table 5.4. — The main parameters MNCCS McEliece at MEC

Property shortened MEC MEC extended
private key g, =xx [, =(x—x)x
dimension X{logz (2 q+q+ lﬂ xlog, (2 q+q+ 1)
information vector | = (a-x)xm = (x4 xm
dimension I 1~ 1
cryptograms _ B _ _
dimension ls (2 q+q+1 x)xm Is (2 q+q+l x+xl)><m

(o —x) (0 —x+x,)
the relative speed R= R= 1
(2 q+q+1—x) (2 q+q+1—x+xl)

To ensure the authenticity of the BIn in ABS modified scheme is proposed
to use two-factor authentication based on a password-OTP using HCCDUC on
MNCCS McEliece and Niderraytera.

Define Asymmetric crypto-code system Niderraytera of the EU:

« public key — the matrix G,*“ = X -G* - P-D;

o private (secret) key — X, B D matrix.

Cryptogram  (kodohrama) — ¢ v =i-G+e, where vector
CX* =i Gf;c owned EC (n, k, d) - code with generative matrix G)fc, i — k-bit
information vector, the vector e — secret weight vector error < t (session key
cryptosystems).

Communication channel(s) > Undersmnﬁ%%; he damage
i f £ v v
- FIC/ FTey DCH/Decy Decryption the
Original text Redundant ciphertext | Ciphertext redundancy McEliece ICAC
(OTP-password) | T % T T
¢ ¢ - J’ damage Text received
ICAC encryption of the MV2 (OTP d)
Niderraiter 4 $ t “passwor
. v v Encryption of the McEliece ICAC
damage MV72
T T 1 t
FTC) FTon DCHDo Nld((lienmtef ICAC
Redundant ciphertext Ciphertext redundancy T ceryption T
v v

A4

Communication channel(s) Understanding the damage M2

Fig. 5.7. Block diagram of the protocol improved method
of OTP-based authentication HCCDUC
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Block diagram of the protocol improved method of OTP-based authentica-
tion HCCDUC shown in Fig. 5.7 [60].

The use of hybrid crypto-code designs on unprofitable codes can increase
the number of token authenticator, use two asymmetric crypto-code system,
two/four channels unprofitable text authenticator and loss. Scalable software
module by changing the parameters MNCCS Niderraytera and/or McEliece,
depending on the requirements put forward a communication channel ABS
ensures its implementation in mobile gadgets and compatibility with the pro-
tocols used to transmit data to the Internet and mobile networks.

Stage 5. Defining the strategies and formation of IB Bln in ABS. At the
final stage of a three-tier strategy implemented safety management Bln in
ABS (see Fig. 5.4).

First level describes the overall corporate strategy of the bank and its func-
tional strategy. Corporate strategy defines development prospects and serves
the core mission of the bank. At this level, according to a synergistic approach.
The general concept of security of information technology ABS and emerging
goals and objectives to ensure KBrB. This level is determined by the state of IB
BInin ABS: $*% ={$/" 5% 81} .

Functional strategies are one of horizontal communication and coordinat-
ed at the level of goals, with further detail at the next level strategic set.

The second level is formed corporate strategy IS BIn in ABS:

{RRABS } = {RBBI } U {OVBBI } U {IUBBI } :

Defined goals and objectives of key business processes relating to the pro-
tection of personal data of legal and private clients. Corporate Security Strategy
describes how you want to manage and coordinate the efforts of various as-
pects of security. It develops functional strategies, economic financial, physical
and information security.

The third level is made functional strategies detailed second-level strategic
set formed corporate security strategy information. The main areas to protect
advisable to provide personnel security, physical security, network and BI. At
this level, determined in accordance with applicable TZSZI between IS and

k
threats, CS, SI BIn on the ABS — OPZ** = ZOPZi . IB strategy is an impor-
i=1
tant function of the bank’s management and security should be formed and
held senior management.
The concept of strategic I'T security management ABS Ukraine-based three-
tier model and synergetic model threats against known covers all main areas
of the bank’s activities to ensure information security. This concept is based
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on a synergistic approach to the selection of the most effective ways achiev-
ing goals IS BIn in ABS to the value of risk at every level model of strategic
management of the bank. The approach allows to conduct comprehensive se-
lection of possible alternatives strategic decisions on security issues.

The proposed methodology for constructing systems for IS BIn in ABS un-
like known approaches implements a radically new concept hybrid countering
threats to the banking sector. Its essence and meaning is the rational organiza-
tion of information security software BIn in ABS in terms of simultaneous ac-
tion on the system of information security threats, kiberbezpetsi and safety in-
formation. The methodology is based on a model first proposed three-level
strategic security management of information technology in ABS. Its basis is
first introduced synergetic model of information security threats banking in-
formation that allowed to generalize the model known offender security of
banking information. On the basis of the methodology was developed clas-
sifier information security threats in part, concerning the simultaneous con-
sideration of it except threats information security threats and security risks
kiberbezpetsi data bank information in the ABS. Implementation Branch led
to the conclusion that the hybrid to counter threats to banking information
ABS advisable to use new mechanisms to ensure integrated services based on
HCCDUC who also designed according to the proposed methodology.

The proposed HCCDUC based on cryptographic transformations and un-
profitable noise-coding, allowing security services to ensure their probability for
a given performance. So speed crypto-conversion provided at BSC, cryptograph-
ic strength at 10*-10% batch operations, the reliability of transfer banking infor-
mation in ABS open communication channels not below P, 10°-10",

The submitted methodology is an effective tool for developing practical ap-
plications as software and firmware that implements a certain system for IB
BlIn in ABS security policy. Practical methodology indication confirmed by rel-
evant acts introduction of leading banks in Ukraine.

5.3 Experiment

The experiment was carried out in compliance with the essential require-
ments that apply to his conduct, namely a plan of the experiment, and experi-
ment program The analysis of the results.

Let us consider certain points.

To plan the experiment included:

1. purpose of the experiment;

2. tasks experiment;

3. Justification of the choice sets threats BIn in ABS.
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The aim of the experiment is check the adequacy of methods of evaluating
the effectiveness of functioning ABS composite indicator based assessment of
quality of service objects on automated banking system selection of alternatives
possible strategic decisions on security issues. The object of the study deter-
mined the threat to the safety components: IS, CS, SI BIn in ABS, which ensures
minimization of investment in building a BI system IS ABS.

The main objectives of the experiment, the following:

- determine the probability of the impact of threats IS, CS, SI Bln;

- determining relationships between elements of infrastructure ABS in-
formation assets Bln, threats IS, CS, SI and TZZI improved model
based infrastructure ABS synergetic model threats, improved model
of the attacker;

- definition of generalized index of IB BIn in ABS based on improved
model of evaluation of the security BIn in ABS;

- evaluating investment in IB Bln in ABS, which differs from the known
complexation economic indicators of investment in IB BIn in ABS con-
sidering synergy and hybridity attacks on security components, IB, CB, BI;

- the adequacy of the study methods of evaluating the effectiveness of
ABS operation through integrated assessment indicator of quality of
service objects on automated banking system selection of alternatives
possible strategic decisions on security issues.

Rationale selecting a plurality of threats BIn in ABS. Applying the de-
veloped methodology of constructing a system of information security of
banking information in automated banking systems (see Fig. 5.3, 5.4) as the
set of threats BIn in ABS with threats choose Web resource (http://bdu.fstec.
ru/threat) [61] Fig. 5.8.
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Fig. 5.8. Choosing a plurality threats resource “Data
Bank information security threats”
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The software resource experiment regulates the procedure for organizing
and conducting:

Stage 1. Determining the impact probability of threats IB, CB, BI informa-
tion security Bln:

Step 1. Forming metric coefficients experts threats for security services:

. WDFARS
d =TI(MP"" Y (5.26)
where: M." " _ the value of h-th metric of i-offender;
WQFABS — weight h-th metric of i-offender Y w2 =1
h

Fig. 5.9 shows the construction of metric weight data for components of se-
curity services all threats to information resources in a BIn in the ABS software
resources (http://skl.hneu.edu.ua).
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Fig. 5.9. Formation metric coefficients experts threats

Based introduced metrics calculated performance metrics main threats:
mathematical custody —  i-th threats i €[1; N ], where N — number of threats

on classifier variance — o i-th threats i [1;N ] In the calculations take into

account the possibility classifier dependent threats (threats codes match), then
the first is full probability dependent on threats and calculated key figures
for independent threats. Appendix E shows the results of the study threats
to information security of banking information in automated banking systems
based on the proposed classifier (Fig. 5.10-5.13).
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Step 1.2 Forming identifiers threats on classifier components. Classifier com-
ponents are:

- security component BIn in OPS ABS: IS (01), SI (02), CS (03);

- the nature areas: regulatory (01), organizational (02), engineering (03);

- the main features of information: privacy (01), integrity (02), availabil-
ity (03), authenticity (04);

- the hierarchy of infrastructure ABS: FL — physical layer (01), NL — net-
work layer (02), OSL — level operating systems (OS) (03), DBL — level data-
base management systems (04), BL — level banking technology applications
and services (05) (Fig. 5.10).
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Fig. 5.10. Formation classifier by components

Step 1.3 Determine the probability of occurrence PI i-th threats (table 5.5) (Fig.
5.11). Suggested value occurrence probability P, i-th based on threat experts met-
rics for each component of the security services, with the result ranking.

Table 5.5. — Table determine the potential threats,
depending on the frequency of their manifestation

P, The incidence of threats
0.067 threat appears no more than once every 5 years
0.133 threat appears no more than once a year
0.2 threat appears no more than once a month
0.267 threat appears no more than once a week
0.333 threat manifests itself daily
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Fig. 5.11. Identifying the potential threats, depending
on the frequency of their manifestation

Step 1.4 Determine the implementation of each i-th threat considering the
frequency of its occurrence is under expression:
w,=w" ,Puw Puw! Puw" P=1, (5.27)
where w©, w/, w4, w* — expert weights security services: confidentiality, integ-
rity, availability, authenticity, P, — probability of the i-th threats (Fig. 5.12).
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Fig. 5.12. Rezultaty assessment of key indicators for each threat (u, 0)
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Step 1.5 Determining the likelihood of multiple threats at specified security
service determined by the expression (5.27):

W, ere Zw =0.009+0.142+0.099 = 0.25 — service privacy;

Zw o, =0.112+0.155+0.061=0.328 — service integrity;

s yynerg

W gers Zw =0.108+0.123+0.088 =0.319 — service availability;

W Zw’“‘ ' =0.126+0.047+0.141=0.314 — the authenticity of

synerg

the service (5.9), where N — total number of threats in the classifier.
Step 1.6 Determination of the total threats for the security components based
expression (2) is determined by:

synerg_Z(W ﬂW ﬂW mW )B:
—0009x0112><0108x0126 0.0000137,

[\ C 1 A A
I/Vsynerg = Z(Wt rwM}i n Wi r-]M}i u)l)i =
i=1

=0. 142><0 155x%0.123x0.047 =0.0001272,

synerg_Z(w ﬂW ﬂW ﬂW )P_
—0099><0 061x0.088x0.141=0.0000749.

Table 5.6. — Results threat assessment based on a synergistic approach

safety security services
compo- ITH, W€ L w! wA W Au Result
nents W VVvynerg Vchnerg A synerg Au synerg
IS, W'Sljerg 0.023 0.223 0.193 0.207 0.0002
CS, I/stferg 0.222 0.234 0.197 0.134 0.0014
SI, I/str’ler2 0,226 0,109 0.152 0.189 0.0007
Result 0.471 0.566 0.542 0.53
IB,KB,BI IB KB BI _ hybrid C,7,4,Au __
W;ynerg Wsynerg U VVsynerg U VVsynerg - VVSynerg -
— — _ C 1 A Au
=0.0002+0.0014+0.0007=0.00223 | =w<, MW, AW., NW™ =
=0.471x0.566x0.542%x0.53=0.0766
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Stage 1.7 Definition of generalized synergetic threats in the BIn ABS:
WIB,KB,BI — WIB U WKB U WBI

synerg synerg synerg synerg ( 5.28)
=0.0002 +0.0014 +0.0007 = 0.000216.
Stage 1.8 Definition of generalized synergetic threats based on their hybridity
is determined (Fig. 5.13, Table 5.6):
Whybrid C,1,4,Au — WC ﬂ WI m WA

Au
synerg synerg synerg synerg ﬂ synerg ( 5 29)

=0.471x0.566x0.542x0.53=0.008214.
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Fig. 5.13. Results threat assessment based on a synergistic approach

Stage 2. Defining relationships between elements of infrastructure ABS in-
formation assets Bln, threats IS, CS, SI and TZZI improved model based infra-
structure ABS synergetic model threats, improved model attacker:

Based on the existing set of threats IS, CS, SI BIn on the ABS and ABS
model hierarchy — G** = {{O*"*}, {L**}, {I, }}, where {O***} — set of objects en-
vironment ABS descriBIng elements ABS and they belong to levels of hierarchy
ABS, {L**} — set of links between elements of ABS, {I,} — set of information
assets Bln (see subsection 2.3.1, Fig. 5.14).

Step 2.1 Determining the link between Bln information assets {I,} and ele-
ments of infrastructure ABS AABS=||a;B s " Each element 7, €{I,} described vec-

tor [, = (T ype, A, A ,AA,AA“,CY), Type — the type of information assets, de-

scribed by the set of basic values Type={BT, PID, CrD, KT, StO, Ol, YI, PD},
where BT — bank secrecy, PID — vouchers, CrD — credit instruments, KT —
Commercial mystery, StO — statistical reports, Ol — public information, YI —
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control information, PD — personal data. A© — confidentiality, A’ — integrity,
A* — availability, A** — authenticity, C, — continuity — the properties of infor-
mation that must be provided. Takes values 1 — if the property is necessary, 0 —
otherwise (Fig. 5.14).
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Fig. 5.14. Defining the relationship between information assets Bin,
security services and advanced infrastructure elements ABS

Step 2.2 Inyznachennya connection between information assets {I,} objects
and environments (Fig. 5.14, Table 5.7, 5.8). Each element O, e{OABS} De-

scribed vector O, = {Y 51 O})where Y*# — level hierarchy information struc-

ture, defined by a plurality Y##={FL, NL, OSL, DBL, BL}, where FL — physical
layer, NL — network level, OSL — operating systems (OS) level, DBL — level of
systems database management, BL — level of banking technology applications
and services. To specify the connection type and IO® existing relationship be-
tween information assets and real environment using generally used:

10" = 10|, (5.30)
where 10} — reflects the presence and type of connection between the i-th in-

formation assets and /-object of ABS environment.
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Inthis Vie{l,},a Vle{OABS}:

0, connection is absent;

R c¢s, includes and retains;
10F = (5.31)
pt, processes or transfers;

so, keeps functioning.

Each parameter is assigned weight classes Fishburne rule [65], based on the
fact that change is subject to criteria weighting coefficients descending arith-
metic progression.

In this first criterion (i=1), is the first in a strictly ordered by importance
criteria ranked number i=1, 2, ..., n, is the most important and has the greatest
weight. This rule is given by the expression:

2(N-n+1
w, = Q (5.32)
N(N+1)
where: w, - weight Fishburne;

N — the total number of parameters;
n — serial number parameter;
i — number of parameters.
According to the expression Fishburne have:

2 2
w, = N > Wy = ,y:ﬁ:]\]’ (5.33)
N(N+1) N(N+1) Wy
where y — the multiplicity of weighting coefficients differences from each
other.

So, cs=0.5, pt=0.22, so=0.17.

Step 2.3 Definition of integration sets threats based threats synergetic
model and generalized model of the offender.
Synergetic Model threats formally described by:

GRS ={(DF ™ | (T, LT AT, 1 (71}, (5.34)

where: { DF 55 } — set of threats;
T

risk

} — qualitative indicator of risk;

T} — set basic terms value loss from the sale of threats;

{T,} — set basic terms probability of at least one threat j-th asset;
{
{VH} — set conditions of destructive elements ABS.



5.3 Experiment 261

Table 5.7. — Service delivery information assets Bln in ABS

Name, /, WITH I A Au
BT 1 1 1 1
PID 1 1 1 1
CrD 1 1 1 1
KT 1 1 1 1
StO 0 1 1 1
Ol 0 1 1 0
YI 0 1 1 1
PD 1 1 1 1
Table 5.8. — Relationship information assets Bln with
elements of a generalized infrastructure ABS
Physical | Network level data- | Level Bank-
Name, IAi La Layer level OS base ing Software
yer y g

BT Pt Pt SO cs SO
PID Pt Pt SO cs SO
CrD Pt Pt SO cs SO
KT Pt Pt SO cs SO
StO Pt Pt SO cs SO
Ol Pt Pt SO cs SO
YI Pt Pt SO cs SO
PD Pt Pt SO cs SO

Generalized model identified five categories of offender and formally de-
scribed by:

G ={aid,, pur,,T,,.S . . pr,» MS” | Vien,Vjem, (5.35)
where aid, — ID offender (violator category); pur, — the purpose of offender;
T,, — successful implementation of a threat; S, — probabilistic damage sys-

tem; pr; — the likelihood of the realization of at least one threat j-th asset;

MS"® — recommendations on detection, response TSZL.
Based on the proposed models for comBlning a plurality threats made
(Fig. 5.33, Table 5.9):

DFABS — {VNS}U {VAS})
where {VAS} = {VASIB} N {VASKB} N {VASBI} , where {VNS} — class natural sourc-

es of threats; {VAS} — Class anthropogenic threats where; {VASIB } — set of
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threats to information security; {VASKB } — set of cyber security threats;

{VASB] } — set BI threats.
Table 5.9. — Determining the probability of at least one threat to each asset BIn

ID of threats| BT | PID | CrD | KT | StO (0)] YI PD
02.03.01.05 | 0.268 | 0.268 | 0.268 | 0.268 | 0.241 | 0.153 | 0.241 | 0.268
03.03.03.04 | 0.332 | 0.332 | 0.332 | 0.332 | 0.166 | 0.066 | 0.166 | 0.332
03.03.02.03 | 0.332 | 0.332 | 0.332 | 0.332 | 0.249 | 0.166 | 0.249 | 0.332
03.03.02.05 | 0.333 | 0.333 | 0.333 | 0.333 | 0.223 | 0.113 | 0.223 | 0.333
03.02.04.03 | 0.332 | 0.332 | 0.332 | 0.332 | 0.222 | 0.189 | 0.222 | 0.332
02.02.04.05 | 0.268 | 0.268 | 0.268 | 0.268 | 0.18 | 0.046 | 0.18 | 0.268
02.02.02.03 0.2 0.2 0.2 0.2 0.1 0.05 0.1 0.2
01.02.03.02 | 0.268 | 0.268 | 0.268 | 0.268 | 0.134 | 0.107 | 0.134 | 0.268
03.02.03.01 | 0.267 | 0.267 | 0.267 | 0.267 | 0.23 | 0.203 | 0.23 | 0.267
03.02.02.03 | 0.268 | 0.268 | 0.268 | 0.268 | 0.241 | 0.222 | 0.241 | 0.268

03.03.02.03 | 0.267 | 0.267 | 0.267 | 0.267 | 0.2 ]0.112 | 0.2 | 0.267
01.01.03.05 | 0.133 | 0.133 | 0.133 | 0.133 | 0.114 | 0.101 | 0.114 | 0.133
03.03.02.04 | 0.332 | 0.332 | 0.332 | 0.332 | 0.199 | 0.116 | 0.199 | 0.332
03.01.03.02 | 0.267 | 0.267 | 0.267 | 0.267 | 0.182 | 0.094 | 0.182 | 0.267
01.01.03.04 | 0.332 | 0.332 | 0.332 | 0.332 | 0.299 | 0.189 | 0.299 | 0.332
03.01.01.01 0.2 0.2 0.2 0.2 ]10.186 | 0.086 | 0.186 | 0.2

03.01.04.01 | 0.132 | 0.132 | 0.132 | 0.132 | 0.132 | 0.066 | 0.132 | 0.132
03.01.04.05 | 0.268 | 0.268 | 0.268 | 0.268 | 0.249 | 0.115 | 0.249 | 0.268
03.01.04.05 | 0.268 | 0.268 | 0.268 | 0.268 | 0.228 | 0.094 | 0.228 | 0.268

Step 2.4 Definitionfull price of risk assets Bln (see Table. 5.6):

R, = Z:,R,-, (5.38)
«

where: R =pr.xq,
where: pr,— probability of realization of at least one threat j-th asset;
q; — loss.

Step 2.5 Determining the probability of at least one threat to each asset Bln
(Fig. 5.15, Table 5.34):

p;=1 —ljml[(l - pr;) (5.39)

where: pr; — the probability of realization of the i-th threat j-th asset.
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CMHepI'VITW-IECKaﬂ Moaenb.

n K p Crar o y n
TaiiHa AOKyMeHTbI AOKyMeHTbI TaiiHa oruetsI HbopMaums UHbopMaLMs RaHble
02.0301.05 0268 0.268 0268 0268 0241 0.153 0.241 0268
03.03.0304 0332 0332 0332 0332 0.166 0.066 0.166 0332
03.03.0203 0.999 0.999 0999 0999 0733 043 0733 0999
3.03.0205 05777 05777 05777 05777 0.4277 02394 04277 05777
03020403 05176 05176 05176 05176 03631 0.2663 0.3631 05176
02020405 0268 0268 0268 0268 018 0.046 0.18 0268
02020203 02 02 02 02 0.1 0.05 01 02
01.020302 0268 0.268 0268 0268 0134 0.107 0134 0268
03.020301 03204 03294 03294 03294 02712 0.2335 02712 03294
03.020203 0268 0.268 0268 0268 0241 0222 0.241 0268
01.01.0305 0666 0666 0666 0666 056 0421 056 0666
03030204 04433 04433 04433 04433 02722 0.1589 02722 04433
03010302 05791 05791 05791 05791 0.4639 0.2756 0.4639 05791
01.01.0304 05178 05178 05178 05178 04364 0.2819 0.4364 05178
03.03.0303 06654 06654 06654 06654 0.4895 0.2857 0.4895 06654
02.0301.02 05735 05735 05735 05735 02849 0.154 0.2849 05735
01.01.0205 06653 06653 06653 06653 05533 0.3446 0.5533 06653

Fig. 5.15. Probability of i-th threats to information assets Bln in ABS

Step 2.6 Determining the link between the sources of threats and elements of
ABS (Fig. 5.16, Table 5.10):

APF = ||aPF||. (5.36)

YpoBeHb OnepaLMoHHBIX ynpaBrneHns 6asamin TEXHOMOrMHECKMX
DU3NYECKUN YPOBEHL CeTeBo ypoBeHL cucTem BaHHBIX NPUIOXEHUI U CePBUCOB

02.03.01.05 0.4345 0.4345 0.33575 0.9875 0.33575

03.03.03.04 0.45276 0.45276 0.34986 1 0.34986

03.03.02.03 0.51128 051128 0.39508 1 0.39508

03.03.02.05 048928 0.48928 0.37808 1 0.37808

03.02.04.03 0.50446 0.50446 0.38981 1 0.38981

02.02.04.05 0.38412 0.38412 0.29682 0.873 0.29682

02.02.02.03 0.275 0.275 0.2125 0.625 0.2125

01.02.03.02 0.3773 0.3773 0.29155 0.8575 0.29155

03.02.03.01 0.43956 0.43956 0.33966 0.999 0.33966

03.02.02.03 0.44968 0.44968 0.34748 1 0.34748

03.03.02.03 0.40634 0.40634 0.31399 0.9235 0.31399

01.01.03.05 0.21868 0.21868 0.16898 0.497 0.16898

03.03.02.04 047828 0.47828 0.36958 1 0.36958

03.01.03.02 0.39446 0.39446 0.30481 0.8965 0.30481

01.01.03.04 0.53834 0.53834 0.41599 1 0.41599

03.03.03.03 0.48928 0.48928 0.37808 1 0.37808

Fig. 5.16. Determining the link between the sources
of threats and elements of ABS
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Table 5.10. — Determining the link between the

sources of threats and elements of ABS

Physical | Network level Level Bankin
ID threats LZyer Layer level OS database Software ’
02.03.01.05| 0.4345 0.4345 0.33575 0.9875 0.33575
03.03.03.04 | 0.45276 | 0.45276 0.34986 1 0.34986
03.03.02.03| 0.51128 | 0.51128 0.39508 1 0.39508
03.03.02.05| 0.48928 | 0.48928 0.37808 1 0.37808
03.02.04.03 | 0.50446 | 0.50446 0.38981 1 0.38981
03.01.01.01| 0.32076 | 0.32076 0.24786 0.729 0.24786
03.01.04.01| 0.2178 0.2178 0.1683 0.495 0.1683
03.01.04.05| 0.42966 | 0.42966 0.33201 0.9765 0.33201
03.01.04.05| 0.4158 0.4158 0.3213 0.945 0.3213
02.03.02.03 | 0.28512 | 0.28512 0.22032 0.648 0.22032
03.02.03.01| 0.10098 | 0.10098 0.07803 0.2295 0.07803

Stage 3. Definition of generalized index of IB BIn in ABS based on im-
proved model of evaluation of the security BIn in ABS.
Definition of security threats ABS IB, CB, BI Bln to get the ABS is offered
on the basis of the model:

ABS _
0z —

{[A},{OABS}’{DFABS},{RRABS}’
{SZABS},{ROZABS}’{UZ:UBS}

} — set requirements for security controls Bln;

} — set TSZI possible;

(5.39)

ROZ"® S} — accounting data on the results of security evaluations ABS;

} — the level of security of ABS.

Step 3.1 Determining the link between threats and means of information
security (TZZI) (Fig. 5.17, Table 5.11):

AP =|af™|, with wje{1,}and Vie{DF}.

(5.40)
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CVIHepl'VITW'IeCKaﬂ Mozerb.

MZ - MeXaHH3M 3aWmThi, 00ECNEYUBAET NPOTHBOAEHCTBHE €€ AECTPYKTUBHOMY BMAHM
NMZ - HEeT MexaHn3ma 3awmTel AnNA obecneyerHna npOTI(EOﬂe“CTBME i-TOM Yrpo3bi;
YpoBeHb CHCTEM YpoBeHb 6aHKOBCKNX
YpoBeHh ONepaunoHHBIX ynpaenexsus 6asamu TeXHONOrn4yecknx
OU3NYECKUN YPOBEHb CeTeBoi ypoBeHb cucTem AaHHBIX NpUNOXeHMI U CepBHCOB
0205 010C Mz v Mz v Mz v Mz v Mz
IR Mz v | Mz v||| Mz v | Mz v | Mz
ool Mz v omz v||| mz v || Mz v | oMz
03.03.02.05 Mz v Mz v Mz v Mz v Mz
0302 0405 Mz v | Mz v | Mz v | Mz v | Mz
02.0204:06 Mz v Mz v Mz v Mz v Mz
02.02.02.03 Mz v Mz v Mz v Mz v Mz
01.02.03.02 Mz v Mz v Mz v Mz v Mz
03.02.03.01 Mz v Mz v Mz v Mz v Mz
PI020205 Mz v | Mz v | oMz v oMz v oMz
05080208 Mz v Mz v Mz v Mz v Mz
01.01.03.05 Mz v Mz v Mz v Mz v Mz

Fig. 5.17. The relationship between threats and TZZI

Table 5.11. — The relationship between threats and TZZI

Physical | Network level OS level | Level Banking
Layer Layer database Software
02.03.01.05 MZ MZ MZ MZ MZ
03.03.03.04 MZ MZ MZ MZ MZ
03.03.02.03 MZ MZ MZ MZ MZ
03.03.02.05| MZ MZ MZ MZ MZ

03.02.04.03 MZ MZ MZ MZ MZ

ID threats

03.01.01.01 MZ MZ MZ MZ MZ
03.01.04.01 MZ MZ MZ MZ MZ
03.01.04.05 MZ MZ MZ MZ MZ
03.01.04.05 MZ MZ MZ MZ MZ
02.03.02.03 MZ MZ MZ MZ MZ
03.02.03.01 MZ MZ MZ MZ MZ
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The model used the following types of communication: MZ — is a defense
mechanism that provides the opposition toits destructive influence VH, € {VH };

NMZ — no protection mechanism to ensure the i-th counter threats.
If all i=m, a”™* = NMZ , Then concludes that TZZI ABS can not protect

mj
BIn from this destructive influence and thus to increase the level of security of
ABS must raise additional funds for protection mechanisms.
Step 3.2 Defining the requirements of regulators {RRABS } That includes re-

quirements for security BIn — {RBBI}, defined in international and national
standards set degree assessments meet the requirements of safety {OV,,, } and

set the final level of compliance with the safety requirements set BIn {{U , }:
{RR'} = (R, U{OV,,, JU{IU .5, . (5.41)

Suppose that this figure is performed.

Step 3.3 Definition of generalized index of security of ABS, which allows
you to assess the level of compliance and regulatory requirements TZZI deter-
mined:

k
OPZ'* =% OPZ,, (5.42)
i=1
where: kK — number of individual safety parameters; OPZ — okremyy index
takes the value from the set: OPZ, —no unacceptable risks, if in OPS threats in
the preparation of model/models offender and found unacceptable risk to the
level of risk is OPZ =0, otherwise — OPZ,=1; OPZ, — no dangerous threats
closure mechanisms TZZI, OPZ,=0, if the OPS in the preparation of a model
found “unbalanced” threat — OPZ, =1; OPZ, — level security compliance re-
quirements Bln regulators recommended recognized — OPZ, =1, if deemed
unauthorized — OPZ,=0.

Based on the generalized index of protection OPZ**, generalized synergetic
threat Wsl)fq’e[fg’Bl’ a plurality of assets BIn / 4= (T ype, AC,AD,AA,AK,CY)
and the proposed model for evaluating investments in IS BIn in ABS (see
pidrozd. 4.1) is determined by the state of the model of efficiency investments in IB
BIn OPS. Initial data for evaluation are the main figures on the basis of the con-
solidated financial statements under International Financial Reporting Standards
and Independent Auditor’s Report Bank “Privat Group”in 2015,2016 (https://bank.
gov.ua/control/uk/publish/article?art_id=34661442). That are listed in the ta-
ble 5.12. In the calculations take into account that for IB in ABS bank spent 4 % of
annual income, development costs TTZI up to 2% of annual profits NPV_1%5 —

zbtszi
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the likely cost of removal without compromising security applied to 25% of an-
nual profits NPV,2> — the likely cost of eliminating compromising safety to 2%

zbtszi

5.3 Experiment

of annual profits §_ — cost means of protecting 30 % of the total value of informa-
tion assets BIn. The discount rate is 13 % (http://bank-ua.com/%DO0 %9E %D0 %
B1%DO0 %BB %D1 %96 %D0 %BA %D0 %BE %D0 %B2 %D0 %B0_%D1 %81 %
D1 %82 % D0 % B0 % D0 % B2 % D0 % BA % D0 % B0_% D0 % 9D % D0 % 91 %
D0% A3).

Table 5.12. — Output data

Year C;rflf I ;’VBC N (Period) r (%)
2015 7261000000 145220000 2 13
2016 2448000000 48960000 2 13

Estimated investment in IB BIn in ABS is determined by the following steps:
Step 1. Evaluation of return on investment in information security:

where: NPV 55 —

ROIABS — NPVABS _

Income from investments in TZZI ABS;

NPV — expenses in TZZI ABS;

ROI"™ — profitability of TZZI investments in ABS.
The calculation results are presented in Table 5.13.

NPV,

(5.43)

Table 5.13. — Background information on the assets in the Bln ABS (thousand USD)

Name, I, ABS ABS ABS
: u, NPV, NPV ROI S
% Of C;lrll?bC ] inv zt sz
BT (20%) | 24480000 | 24480000 | 7344000 | 17136000 | 7344000
PID (5%) 6120000 | 6120000 | 1836000 | 4284000 | 1836000
CrD (30%) | 36720000 | 36720000 | 11016000 | 25704000 | 11016000
KT (20%) | 24480000 | 24480000 734000 17136000 734000
StO (3%) 3672000 | 3672000 1101600 | 2570400 1101600
Ol (2%) 2448000 | 2448000 | 7344000 | 1713600 | 7344000
YI(10%) 12240000 | 12240000 | 3672000 | 8568000 | 3672000
PD (10%) | 12240000 | 12240000 | 3672000 | 8568000 | 3672000
Step 2. Measuring return on investment in TZZI:
ROSI™® = NPV % — NPV (5.44)

where: NPV 55

. — the cost of eliminating compromising security without the
use of means of protection (TZZI);

NPV'% — the cost of eliminating compromising safety using TZZI.

zZviszi
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The calculation results are presented in Table 5.14.

Table 5.14. — Evaluation results ROI (thousand USD)

Name, /, | NPV,2 ; ALEi NPV:S | ROSI'™
BT 122400000 | 7344000 | 16279200 | 34272000 | 88128000
PID 30600000 | 1836000 | 4069800 | 8568000 | 22032000
KrD 183600000| 11016000 | 24418800 | 51408000 | 132192000
KT 122400000| 734000 16279200 | 34272000 | 88128000
StO 18360000 | 1101600 1733184 | 5140800 | 13219200
0l 12240000 | 7344000 682992 3427200 | 8812800
YI 61200000 | 3672000 | 5777280 | 17136000 | 44064000
PD 61200000 | 3672000 | 8139600 | 17136000 | 44064000
Step 3. Evaluation of net present value:
N
NPV,E =C, + ALE, (5.45)
i1 (1 + r)l

where: N — number of intervals investments;
ALE,— expected to cost i-th period;
r — discount rate;
C_ — cost remedies.
The results are shown in Table 5.14.
Step 4. Bln risk assessment methodology of calculation Annual loss expec-
tancy — ALE, is the expected loss in each period of evaluation:

ALE™ = Zn:I(OgﬁS ), (5.47)
i=1

where: {Ogﬁs} — set of threats;
1 (OSﬁS) — cost implications of the threat;

ALE*® — the expected damage from the sale of threats;
F, - Frequency (feature) of threats.
The results are shown in Table 5.15.
Step 5. Evaluation of potential losses U*** information assets based ex-
pression (5.30) and Table 5.9:
U = Py, (5.45)
where: p . — probability of realization of at least one threat j-th asset;
u,— j-th value of the asset.
The results are shown in Table 5.15.
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Table 5.15. — The evaluation of potential losses U** .

Determining the probability of at least one threat to each asset BIn

ID of
threats

BT

PID

CrD

KT

S$t0

ol

YI

PD

02.03.01.05

131212.8

32803.2

196819

131213

17699

7,490.88

58997

65606

03.03.03.04

162547.2

40636.8

243821

162547

12191

3,231.36

40637

81274

03.03.02.03

162547.2

243821

162547

18286.6

8,127.36

8,127.36

60955

81274

03.03.02.05

163036.8

40759.2

244555

163037

16377.1

5,532.48

54590

81518

03.02.04.03

162547.2

40636.8

243821

162547

16303.7

9,253.44

54346

81274

02.02.04.05

131212.8

131213

196819

131213

13219.2

2,252.16

44064

65606

02.02.02.03

97920

97920

146880

97920

4896

2448

24480

48960

01.02.03.02

131212.8

131213

32803.2

196819

9,840.96

5,238.72

32803

65606

03.02.03.01

130723.2

32680.8

196085

130723

16891.2

9,938.88

56304

65362

03.02.02.03

131212.8

32803.2

196819

131213

17699

10869.12

58997

65606

03.03.02.03

130723.2

32680.8

196085

130723

14688

5,483.52

48960

65362

01.01.03.05

65116.8

16279.2

97675.2

65116.8

8,372.16

4,944.96

27907

32558

03.03.02.04

162547.2

40636.8

243821

162547

14614.6

5,679.36

48715

81274

03.01.03.02

130723.2

32680.8

196085

130723

13366.1

4,602.24

44554

65362

01.01.03.04

162547.2

40636.8

243821

162547

21958.6

9,253.44

73195

81274

3.01.01.01

97920

24480

146880

97920

13659.8

4,210.56

45533

48960

03.01.04.01

64627.2

16156.8

96940.8

64627.2

9,694.08

3,231.36

32314

32314

03.01.04.05

131212.8

32803.2

196819

131213

18286.6

5630.4

60955

65606

03.01.04.05

131212.8

32803.2

196819

131213

19681.9

4,602.24

55814

65606

Step 6. Evaluation of total expected loss:

n

OUABS — ZUABS .

j1

The results are shown in Table 5.15.
Step 7. Evaluation of the total cost of spending eliminate the consequences of
threats and other causes disabling TZZI:

MBS — i o
i=1

where: C, — the value of i-th event;
m — the total number of steps taken.
The results are shown in Table 5.16.

(5.48)

(5.49)
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Step 8. Definition of integral criterion of efficiency investments in the security
BIn OPS:

Wl — ZWMABS (5.50)

i=1

N

where w, €[0;1], W/ = Zwl. — the system of Fishburne weighting coeffi-
i=1

cients, ie[l;N].

Each parameter is assigned weight classes Fishburne rule [65], based on the
fact that change is subject to criteria weighting coefficients descending arith-
metic progression.

In this first criterion (i=1), is the first in a strictly ordered by importance
criteria ranked number i=1, 2, ..., 1, is the most important and has the greatest
weight. This rule is given by the expression:

2(N-n+1
vy =2 ont]) (551
N(N+1)
where: w,— weight Fishburne;
N — total number of parameters;
n — serial number parameter;
i — number of parameters.

According to the Fishburne expression:
2 2
S R L (5.52)
N(N+1) N(N+1) Wy

where y — the multiplicity of weighting coefficients differences from each other.
So, w =04, w'=03, w'=02, w"=0.1.

For the valuation obtained values of W divide the results by 108 and
use the approach of forming a common index W,**

Results are shown in Table 5.17.

;/l;fszn/,, ZW:’g "C _ the total figure for the service, confidentiality,
j’;’;ﬂu z WP the total figure for the service integrity,
;/l;fszn/,, Z W4 _ the total figure for service availability,

WA ZW:@ " _ the total figure for the service authenticity.

genl 4,

The overall 1nd1cator is defined by the expression:
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Wil =W O OWE W (s
Table 5.17. — Results overall performance indicator
Name, 7, W components for security services

‘ WITH AND AND Au
BT 0.04896 0.03672 0.02448 0.01224
PID 0.01224 0.00918 0.05508 0.00367
CrD 0.07344 0.05508 0.03672 0.01836
KT 0.04896 0.03672 0.02448 0.01224
StO 0.007344 0.005508 0.003672 0.001836
Ol 0.04896 0.03672 0.02448 0.01224
YI 0.02448 0.01836 0.01224 0.00612
PD 0.02448 0.01836 0.01224 0.00612
:fgf;:nu 0.2448 0.1836 0.1224 0.0612
Wisse, =Wiss., “OWE TOWE AOWE" ™= 0.00034

To evaluate the quality of service facilities for the safety of ABS Bln will
use the proposed methodology for assessing functional efficiency of data
exchange network ABS, which is based on a simple multivariate analysis,
which takes into account both technical data networks (data rate, probability
and package delivery time, etc.), safety technical information security, and
economic parameters (price scale, service network, the efficiency of invest-
ment in safety, etc.).

The method comprises four steps:

1) definition of sustainability cryptographic method of rapid analysis

based on entropy method for assessing the initial random order.

2) determine the impact of security threats to the components, IB, CB, BI

based on their synergy and hybridity.

3) definition of investment in the security BIn in ABS.

4) determine the effectiveness of the ABS data exchange through an inte-
grated indicator.

Stage 1. Determination of cryptographic method of rapid analysis based

on entropy evaluation method chance original sequence (see subsections 4.2,
5.1). The result of research is to assess the maximum table encryption BIn

(table 5.18).
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Table 5.18. — Estimated maximum cryptographic protection

Difference
Entropy | Entropy H = | Chance of en-
Ne Code Open. crypto- Cypher crvption. P
Text (H,) |grams (H) |=H.-H,, yprion, £e
1. |Cellular automa-| 0.5023775 | 0.6820179 | 0.1796404
ta rule “60” (5.023775) | (6.820179) | (1.796404) | 0637079949
2. |Secure Random| 0.5023767 | 0.7999982 | 0.2976215
Generator PVP | (5.023767) | (7.999982) | (2.976215) | 0747287753
3. |DES 0.469276 | 0.812043 0.342767 0.812043
4. |3DES 0.469276 | 0.812043 0.342767 0.812043
5. |GOST 28147-89| 0.469276 | 0.811348 0.342072 0.811348
6. |Kalina-256 0.469276 | 0.954519 0.485243 0.954519
7. | AES-256 0.469276 0.95454 0.485264 0.95454
8. |RSA 0.469276 1.000 0.530724 1.000
9. |HCCDUC from
MEC (HCCDC) 0.469276 0.98764 0.518364 0.98764
10. |Ideal cipher 1.000 1.000

Stage 2. Determining the impact of security threats to the components, IB,
CB, BI based on their synergy and hybridity.

Based on classifier, taking into account the expressions (5.8)-(5.12) is de-
termined generalized synergetic probability of realization attack on BIn in
ABS o W'IB,KB,BI .

synerg
The stability of security in ABS on the possible actions of the attacker based
on the theorem of multiplication probabilities of independent events:
B=p XWIB,KB,BI’
A synerg
where: B — the stability of the security in the ABS;
P_— likelihood encryption TZZI in ABS.
Stage 3. Definition of investment in the security Bln in ABS.
Based on the expressions (5.22)-(5.29) and the proposed method is de-
fined by a generalized indicator of the effectiveness of investment in IB Bln in

ABS — VVe/ﬁnv :

Stage 4. Determination of the effectiveness of the ABS data exchange through
an integrated indicator.

Evaluating the effectiveness of data exchange is based on a comprehensive
measure by the expression:

(5.54)
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(uj) (uj)
n (u;)

W) =" x B x P W, <, (5.55)
n

prp €] norm?

where: W(u) — Network performance indicator at the chosen strategy (meth-
od of increasing probability) u ;

n") — the number of information bits in the package chosen strategy u ;

t“> — the delivery package during ¢ chosen strategy u.;

B®) — stability of security in ABS;

P ) — reliability correct packet delivery at the chosen strategy;

U — set of admissible strategies (methods increase the probability
used in the network);

W, — multi-rate efficiency, designed the proposed method;

W — normalized multi-rate performance.

Initial data network ABS are the results table 5.19 based on reference ta-

blesthe parameters of the data taken into account in the integral index of the
functional efficiency of the IP network ABS W (see subsection 4.2).

Table 5.19. — Generalized efficacy data networks

s 5 o
23 1
g5 E| ¥ B |53 %,
= 2 = S = S E| Qe
25| H S | § | €5 &8
Technology | Cost | Speed _‘.2 e E‘ b= é S 2|25
9] > >~ = < -
5% 2| F | E|gE| @
é gl = < §&|E
Q
Frame Relay | 3 2 1 3 270 | 7.37
Fast Ethernet | 3 2 3 3 432 | 11.79
10 Gb
2 4 4 4 1152 1.4
Ethernet 3 3 el
4
0Gb 1 5 4 4 3 3 720 | 19.66
Ethernet
Total: 3663 100

Fig. 5.18 shows the results of research on the efficiency of service quality
ABS facilities to ensure the security Bln.

Initial data for the study are: technology Frame Relay, 100 Mbit Ethernet,
10 Gbit Ethernet, 40 Gbit Ethernet with critical feedback and ARQ “Back-to-
N, w555 =0.0022839, Gost — t,=t =0.033s, RSA — t, =t _ =0.2s,

synerg
=0.0015s, P7*" =0.95454, PP =0.98764,

HCCDUC with MEA — ¢, =t
P =1.0000, n=1518, C=36000, P =0.9999, s=32, w=300000000.
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Fig. 5.18. The research results of the functional efficiency of the ABS ARQ
“Back-to-N"using methods of evaluating investments in IS Bln in ABS

Analysis of Fig. 5.18 shows that the proposed method of estimating the
functional efficiency without ABS allows significant time and cost of expert to
assess the state of the ABS for users to use evaluation results for its scale, im-
proving the technical performance of ABS, level IS BIn in ABS.

Thus, all formulated and applied scientific findings confirmed the results of
the experiment.

5.4 Conclusions of the fifth section

The final section of the thesis the methodology of the system of IS Bln in
ABS, which makes it possible to provide increasing levels IS BIn in ABS in
terms of hybrid threats on the organization of the banking sector, the rational
organization of the system for IB Bln in ABS in terms of simultaneous action
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on the system of threats to information security kiberbezpetsi and safety infor-
mation. As a result, the following results:

1. The verification and investigation of the adequacy of the proposed
method of evaluating investments in IS Bln in ABS, methods of evaluation of
the functional efficiency of the ABS data subject to the conditions of counterac-
tion to threats hybrid IS, SC, SI on BIn in ABS.

2. The methodology of constructing a system of banking information se-
curity in automated banking systems, which unlike known approaches imple-
ments a radically new concept hybrid countering threats to the banking sector
of the state. Its essence and meaning is the rational organization of information
security software Bln in ABS in terms of simultaneous action on the system
of information security threats, kiberbezpetsi and safety information. This ap-
proach allows to obtain full and adequate assessment of IS BIn in ABS, which
significantly affect the value of investments in the safety of the banking sector
and opens the way to make informed management decisions on security.

Thus, the proposed methodology allows for improving the safety Bln, to get
the maximum number of emergent properties in terms of combating hybrid
threats IS, CS, SI, namely: assessment of synergies and hybridity threats com-
ponent safety: IS, CS, SI on BIn in ABS, minimization costs of investing in IB
Bln, providing high speed crypto-conversion obrazovaniya and demonstrable
level of stability in the integrated mechanisms to ensure the integrity, confiden-
tiality, authenticity and reliability BIn in ABS with u I open channels of com-
munication, functional assessment transmission efficiency BIn in ABS.
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CONCLUSIONS

The result of the work done is to solve urgent and important scientific and
applied problems of methodology of constructing a system of information se-
curity in automated banking systems to enhance the level of protection against
security threats hybrid nature.

In carrying out the thesis, the following key results are:

1. Analysis of current models, methods and systems for information secu-
rity in the banking information ABS OPS as part of the critical infrastructure
cybernetic state. It is established that the vast majority of known studies focused
on the development or general approaches to IB bin in ABS or create methods,
models and tools provide model-based SIA, which does not fully take into ac-
count modern requirements and approaches to building a system for IB bin in
ABS. Unresolved part of the overall problem with bin questions remain develop-
ing integrated scientific and reasonable methodology for constructing practical
systems for IB bin in ABS, development and implementation of a comprehen-
sive information security system (CISS) integrated mechanisms ISS with soft-
ware requirements for performance and likelihood circulation bin in ABS. The
results of the analysis made it possible to clearly define the objectives of the
research to develop the methodology for constructing systems for IB bin in ABS.

2. The concept of building a synergetic model of threats IB bin in ABS,
basis of which is a three-tier security model of strategic management of bank-
ing information technologies. The concept covers all main areas of the bank’s
activities to ensure information security, based on a synergetic approach to the
selection of the most effective ways achieving goals IB bin in ABS to the value
of risk at every level model of strategic management of the bank and provides
effective control over the implementation of ISMS functions OPS.

3. A software tool that implements advanced classification of banking in-
formation security threats in automated banking systems, which in contrast to
the known synergistic model based threats, which allowed to classify threats
by security components, types of services and infrastructure hierarchy levels of
automated banking systems. Practical implementation allows on-line form ex-
pert evaluation of threats, analyze synergies and hybridity, assess the likelihood
of the impact of these threats to information security of banking information
without significant cost investment and human resources (electronic access to
the resource: http://skl.hneu.edu.ua).

4. Practical method for evaluation of information security in the banking in-
formation ABS synergetic model based threats generalized model of offender
assessment model security bin in ABS and ABS models of infrastructure to
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optimize the cost of funds for the construction of a system for IB bin in ABS. The
practical significance is the ability to timely evaluation of the relationships be-
tween assets Bean, infrastructure elements ABS, ABS TIP and possible signs of
threats IB, CB, IB, which allows time to adjust the guidelines of the Bank of IB,
plan investment in TIP, generate preventive measures to prevention of threats.

5. Developed method to ensure the confidentiality and integrity bin in
ABS on hybrid crypto-code designs on unprofitable codes. The method is
based on a modified crypto-code system to McEliece modified geometric codes
that are integrated (a mechanism) provides IB bin (safe time — TB>200 g.,
Resistance to cryptanalysis LCD < 10-25-10-35 group operations), transmis-
sion reliability bin in ABS (R <9.10), and reduce energy costs in their prac-
tical implementation in 10-12 times (encryption, decryption) by decreasing
order of GF(q). Implementation of the proposed methods can improve security
bin in ABS.

6. The method of two-factor authentication based on McEliece and Nie-
derreiter of MEC that ensures stability OTP-level passwords during transmis-
sion channels of communication open and to keep the possibility of further
use of two-factor authentication protocol based on SMS-messages. Despite the
decrease in power Galois field to GF(26) for MACCS and GF(24) for HCCC
statistical characteristics of crypto-code constructions were at least no worse
than traditional NCN McEliece in GF(210). All cryptosystem tests were 100 %,
and showed the best result in shortened HCCC MEC: 155 189 tests completed
at 0.99, which is 82 % of the total number of tests. This traditional NCN McE-
liece in GF(210) 149 tests showed at 0.99.

7. A method for evaluating the effectiveness of investments in the bank-
ing information security in automated banking systems which is based on a
composite index investing to optimize the cost of funds for the construction
of a system of information security in terms of hybrid threats of information
cybersecurity and safety information. The practical implementation of the
method allow to assess key indicators of investment in IT security given bin
synergistic evaluation of threats IB, CB, BI.

8. A method for evaluating the functional efficiency of data exchange net-
work ABS, which is based on a simple multivariate analysis, which takes into
account both technical data networks (data rate and the probability of the
delivery package and so on), technical protection of information, as and eco-
nomic parameters (price scale, service network, the efficiency of investment in
safety, etc.). The proposed method of estimating the functional efficiency of
ABS allows without significant time and cost to conduct expert evaluation of
ABS for users to use the results of the evaluation of the functional efficiency
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of ABS for its scale, improve technical performance network ABS information
security of banking information.

9. The methodology of constructing a system of banking information se-
curity in automated banking systems, which unlike known approaches imple-
ments a radically new concept hybrid countering threats to the banking sector
of the state. Its essence and meaning is the rational organization of information
security software bin in ABS in terms of simultaneous action on the system
of information security threats, cybersecurity and safety information. This ap-
proach allows to obtain full and adequate assessment of IB bin in ABS, which
significantly affect the value of investments in the safety of the banking sector
and opens the way to make informed management decisions on security.

Thus, the proposed methodology allows improving the safety bin, to get
the maximum number of emergent properties in terms of combating hybrid
threats IB, CB, BI, namely: assessment of synergies and hybridity threats com-
ponent safety: IB, CB, BI on bin in ABS, minimization costs of investing in IB
Bean, providing high speed cryptoconversion and level of stability in the in-
tegrated mechanisms to ensure the integrity, confidentiality, authenticity and
reliability bin in ABS with open channels of communication, functional assess-
ment transmission efficiency bin in ABS.

10. The developed algorithms and software, allowing to verify the pro-
posed methods, models and methodologies and to confirm their effective-
ness in the context of IB bin in ABS. The results of the thesis introduced the
activity of LLC “Sayfer BIS” — implemented software library cryptographic
information based on modified crypto code of Niederreiter — McEliece El-
liptic public key codes from unprofitable codes. The software library crypto-
graphic information used in the authentication subsystem internet banking
“ELPay” (Act of 05/18/2017), “Microcrypt Technologies Ltd.” — designed li-
brary of cryptographic information used to program complex IM protection
“Crypto-IM +” (act of implementation 30.11.2017) planned to use in the bank
as a part of a prospective protocol 2FA together with LLC “TANTARIUM” (Act
0f06/14/2017) and PAO “MEGABANK” (Act of 06/09/2017). The results of the
thesis are used in the educational process Kharkiv S. Kuznets Kharkiv National
University of Economic, Kharkiv National University “KPI” Fedkovych Cher-
nivtsi National University to improve the efficiency of training specialists in in-
formation security.
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